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Any organization can experience cyber attacks and data breaches. If not from outside the 
organization, then from inside the organization due to an unsuspecting or disgruntled 
employee. It could even come from a partner organization (supply chain), like the 
SolarWinds hack, or from rogue states like Russia or China. Attacks or breaches are by 
no means just about unknown perpetrators who happen to find a vulnerability in your IT 
system. Increasingly, the goal is to take advantage of your information or IT systems. 

Hacks regularly appear in the news with far-reaching 
consequences, such as data being leaked. Or having to 
pay a ransom to access your data again (ransomware). 
Failure to pay usually means loss of data. A data leak 
also legally requires you to report it, resulting in fines 
and possible compensation for damages. Not to 
mention the (potential) clients and customers who will 
choose to do business elsewhere.

According to the Verizon Data Breach Investigations 
Report (DBIR) research, at least 80% of cyber attacks 
are related to the use of stolen (privileged) login data 
or brute force passwords. Studies show that many 
companies do not have an overview of all their login 
data. IT auditors have determined that organizations 
do not have sufficient insight in all of their privileged 
login details. And along with the growth of digital 
transformation & automation, organizations are also 
experiencing a growth in the number of privileged 
login details, which are increasingly difficult to trace 
to actual persons. Finally, misconfiguration of the 
authorizations of privileged accounts can have severe 
consequences for your organization.

How much insight do you have into access 
and authorization to your information and 
IT systems and those of your customers?
To gain more insight into the number, use and 
management of privileged accounts within your 
organization, Traxion has developed the Privileged 
Accounts Discovery Scan service. The scan allows us to 
issue an advisory report on where privileged accounts 
are used, which risks they entail, and how to mitigate 
these risks. The scan can be provided as a service or as 
part of a larger project, such as the Traxion Discovery 
Phase, where we join with you to determine how your 
organization is doing and which steps you need to take 
to gain control on privileged accounts, access and safe 
supplier access. 

The Privileged Accounts Discovery Scan offers detailed 
information about which accounts provide enhanced 
authorizations and may present a risk to your AD 
domain, Windows and Linux systems and databases. 
That pertains to accounts that can be traced to actual 
individuals, but also shared accounts, service accounts 
or even hardcoded accounts. The scan also provides 
insight into password compliance, pass-the-hash 
risks, improperly issued authorizations to normal 
user accounts and group memberships, or authorized 
database roles. 
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Why Traxion?

Traxion is an information security company, 
operating in the Benelux and DACH region, 
specialized in Identity & Access Management. 
Thanks to our team of over 150 specialists, our 
independence and the many successful projects, 
Traxion has built up more than 20 years of 
experience and knowledge in the field of Identity 
and Access Management.

Traxion looks at each project through the eyes of 
the client with a strategic, tactical and operational 
view; this enables us to develop the most suitable 
solutions for the client. We can support in the entire 
process: from consulting, assessment, to design and 
implementation. We offer services and solutions 
for midsize and large Enterprises that contribute to 
the business continuity, information security and 
resilience of the organization, now and in the future. 
To ensure standardised quality, managed security 
services and appropriate security mechanisms, 
Traxion is certified according to DIN ISO/IEC 
27001:2015 and SOC 2 Type2.

Since the beginning of 2021 Traxion has been part 
of the Swiss IT Security Group. As a leading group 
of companies in the Benelux, Germany, Austria 
and Switzerland we combine the expertise of 
our partners to offer our clients a comprehensive 
portfolio of services. The ambition of SITS Group 
is to be the leading European IT Security Group. 
The current group consists of 14 specialized 
companies, employs more than 600 highly 
qualified professionals and serves more than 850 
clients. This unique combination of experience, 
knowledge and expertise in the areas of Information 
Security, Cybersecurity and various Infrastructure 
& Workplace services allows us to put the client’s 
interest first in every situation.

The DNA Scan requires minimum effort of your 
organization and will bring fast value. Based on 
Traxion’s detailed report and final presentation, 
you will have the opportunity to identify the risks 
pertaining to privileged accounts for your organization 
and to set priorities to mitigate those risks, in order to 
better protect your organization against attacks and 
data breaches.

If you would like to know more about the Traxion 
Privileged Account Discovery Scan, please visit 
our website: https://www.traxion.com, send 
an e-mail to sales@traxion.com or contact your 
Traxion Account Executive   


